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Based on the experience with companies such as World-Check, the transfer of 
sovereign tasks to private companies must be rejected for the following 
reasons. The contribution that these companies make to combating money 
laundering (AML) and terrorist financing (CTF) is neither statistically 
recorded nor transparent. In contrast, many significant fundamental rights 
violations of EU citizens have been documented and proven by unjustified 
entries in databases such as World-Check.  
Privatized warning and black lists from databases like World-Check are highly 
problematic, since they include individuals who have never been convicted of 
a crime or subject to official investigations. Those affected may be denied 
bank accounts or refused transactions. Despite these severe repercussions, 
there are no procedures to get de-listed from World-Check. Privatized 
databases like World-Check include only publicly available data and hence 
claim no responsibility of their content, referring complaints to their 
sources such as the investigating authorities. It is unclear to what extent 
this practice constitutes a breach of rights to privacy, especially with 
regard to the new General Data Protection Regulation (GDPR). Due to the lack 
of clarity about privacy and legal remedies, the privatization of terrorist 
lists is insufficiently accountable to constitutional principles such as the 
presumption of innocence and due process.  
World-Check was established in 2000 and belongs to the American group 
Refinitiv; 45% of Refinitiv’s shares are owned by Thomson Reuters and 55% by 
the American Blackstone Group LP, the largest independent asset manager in 
the world. World-Check provides its clients with records on individuals and 
legal entities (including organizations), namely politically exposed persons 
(PEP), their family members and close associates. Information of listed 
persons includes connections to third parties as well as informal sources, 
such as media reports, mentioning the persons or relating them to keywords 
such as “political”, “corporate”, “military”, “crime/drugs” and “terrorism”.  
By 2014, World-Check had presumably listed 2.2 million data records. 
Currently, customers can access more than 3 million data records ad hoc and 
link them to their own data processing systems to maintain blacklists of 
undesirable business relationships tailored to their own needs. According to 
World-Check, 40,000 new profiles are added each month and 80,000 profiles are 
updated with information on address data and other personal data. Users 
include more than 6,000 customers in 170 countries, including 49 of the 50 
largest banks, 9 of the 10 largest law firms and more than 300 government 
organizations and intelligence agencies (secret services).  
For those affected who end up on the World-Check lists or other privatized 
terror lists, these lists do not as yet offer procedures for de-listing. By 
contrast, the UN has introduced an ombudsman procedure for the de-listing of 
individuals under Security Council Resolution 1904 (2009). As a response to 
criticism about the lack of fair proceedings, those affected can now request 
the de-listing from the ISIL and Al-Qaeda sanction lists, the main lists from 
the currently 13 UN sanction lists. This shows that the present system of 
compiling and maintaining private terrorist lists is deeply flawed because it 
offers no legal recourse to those wrongly suspected of terrorist activity and 
is not subject to democratic scrutiny.  
Today, an entire industry specializes in providing credit institutions with 
the data necessary for customer due diligence on a regular basis. In doing 
so, the financial industry receives data from thousands of sources and 
databases for its research and monitoring systems. For the customers of 
financial institutions, however, this process lacks transparency with regard 
to the data used for the customers’ “risk classification”. In addition, the 
globalized and increasingly complex due diligence system escapes transparent 



democratic and constitutional control. Especially within the EU, where the 
GDPR aims to achieve a high level of protection for personal data and its use 
by third parties. The established data protection practice strongly 
contradicts the AML/CTF legislation. Affected individuals have no insight 
into what data is being accessed nor can they understand what they are used 
for.  
The compatibility of the EU Money Laundering Directives with the EU Charter 
is de facto no longer given. Yet, the 4th AML Directive 2015/849 states at 
(65): “This Directive respects the fundamental rights and observes the 
principles recognised by the Charter, in particular the right to respect for 
private and family life, the right to the protection of personal data, the 
freedom to conduct a business, the prohibition of discrimination, the right 
to an effective remedy and to a fair trial, the presumption of innocence and 
the rights of the defence.”  
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Today, an entire industry specializes in providing credit institutions with 
data for customer due diligence and the financial industry receives data from 
thousands of sources and databases for research and monitoring (Schufa, 
ClariLab, World-Check, etc.). For customers whose data is the target of such 
reporting, the process is highly problematic, in part because of the criteria 
used to determine customers’ ‘risk classification’. Those individuals 
affected have no insight into what data is being accessed or the use to which 
it is being put. In addition, there are few legal or constitutional checks on 
this globalized and increasingly complex due diligence system. In the EU, 
especially with the introduction of the General Data Protection Regulation 
(GDPR), which requires a high level of protection for personal data and its 
use by third parties, data protection law contradicts the compliance 
requirements prescribed by AML/CTF legislation.  
From a German view, the de-risking policy practiced by banks leads to 
unintentional discrimination, for instance by the bank refusing to open bank 
accounts for people with migrant backgrounds or other factors the bank 
classifies as “risk-increasing”. Thus, individuals are discriminated against 
solely because of their origin and are excluded from a wide range of 
financial services.  
The case law of the Federal Constitutional Court in the Federal Republic of 
Germany recognizes that the freedom of contract between private parties must 
be brought into line with Article 3(1) of the German Constitutional Law (GG) 
if the effect of the principle of equal treatment is disturbed by the fact 
that an offer under private law, which is open to a large public without 
regard to the person and which determines participation in social life to a 
considerable extent for the persons concerned, is not available to certain 
interested parties. The use of databases can not only lead to, but is even 
intended to deprive – in private legal, service and economic transactions the 
persons or organizations listed on World-Check and other private databases – 
from financial services. The exclusion of those persons or organizations 
listed, according to established German legal understanding, are assigned to 
the protection area of the core area of general freedom of action under Art. 
2(1) GG.  
At the supranational level, too, the protection of equality and from 
discrimination under EU law, which is reflected in the EU Charter of 
Fundamental Rights’ catalog cannot be reconciled with the already existing 
practice of using private database services, which in the financial sector 
leads to the exclusion of entire population groups from certain financial 
services. The three-layered equality regime in the EU begins with Article 
18(1) TFEU, which is followed by the more specific prohibitions of 
discrimination and restrictions of fundamental freedoms in Articles 34, 45, 
49 and 56 TFEU.   
These transnational integration norms serve primarily to protect against 
unequal treatment because of different nationalities. These protections are 
primarily intended to have a market-integrating function. The counterbalance 
to this are the equality guarantees of the EU Charter of Fundamental Rights’ 
Art. 20, 21, 23 and 26. The guarantees and prohibitions of discrimination, 
which are intended to ensure non-discriminatory participation in social, 
political and economic life in the EU, are also supported by Art. 14 of the 
European Convention on Human Rights (ECHR), which ensures non-discriminatory 
protection of the rights enshrined in the Convention and thus constitutes an 
accessory prohibition of discrimination (cf. Münch/Kunig, GG Kommentar (7th 
edn) 212). In addition, Art. 1 of the 12th Additional Protocol to the ECHR 
contains a general prohibition of discrimination.  
Public-private partnerships (PPPs) lead to a lack of democratic controls and 



thus a lack of democratic legitimacy. There is a great lack of transparency 
and clear procedures to protect people from arbitrary entries in private 
databases such as World-Check. In addition, there is a lack of EU-wide legal 
remedies to ensure a due process of law so that people can defend themselves 
against entries in databases like World-Check.
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The 4th AMLD has expanded both the range and targets of predicate offenses 
for money laundering, including tax crimes.  EU legislation grants 
investigative authorities such extensive powers that no reasonable grounds 
for suspicion are necessary to become the subject of an investigation. The 
4th AMLD requires not only credit and financial institutions but also 
lawyers, trustees, company service providers, real estate agents and gambling 
companies to carry out customer due diligence and to report suspicious 
transactions to the competent authorities.  Thus, the 4th AMLD not only 
compromises the fiduciary relationships between banks and their customers but 
also the confidentiality requirements of tax advisors, lawyers and others. In 
particular, the 4th AMLD’s severe sanctions regime for the non-reporting of 
suspicious transactions, the lack of a definition of ‘suspicious 
transactions’ and the lack of sanctions for over-reporting suspicious 
financial activities undermine privileged attorney-client relationships. As a 
result, citizens can no longer trust that advisors protect privileged 
relationships, but must assume they will be reported to the authorities even 
in the absence of reasonable grounds for suspicion because of the fear of 
running afoul of compliance regulations. Employees of financial institutions, 
and now lawyers and tax advisors, have been involuntarily drafted into the 
role of policing the AML regime in the EU and the FATF states. This raises 
basic problems of competence and the fair application and enforcement of the 
rule of law.  
Currently, AML legislation in most jurisdictions worldwide, for example the 
Indian Prevention of Money Laundering Act 2002 and the Australian Anti-Money 
Laundering and Counter-Terrorism Financing Act 2006, have created a legal 
obligation of cooperation between many “obligated parties” under the 4th 
AMLD, which is equivalent to an involuntary PPP. Moreover, institutions, tax 
advisors, lawyers and others are subject to the risk of considerable 
sanctions if they do not apply a sufficient compliance structure in line with 
AML/CTF legislation.   
A cost-benefit analysis of AML/CTF legislation raises significant questions 
about the economics of regulation. In 2014, 15 enforcement agencies recovered 
only £ 155,000,000 in criminal proceeds while spending an estimated £ 
100,000,000 on administrative costs.  The British Bankers’ Association 
estimates that the largest international banks spend £ 700,000,000 to £ 
1,000,000,000 annually on financial crime compliance.  AML/CTF legislation 
involves significant regulatory, financial and personnel costs without 
yielding proportionate social and economic benefits. This is also true with 
respect to the effectiveness of AML/CTF measures in preventing terrorist 
attacks. In its 2016 recommendations on terrorist financing, the FATF states 
that monitoring financial flows, including cash transactions, helps the 
investigators to identify terrorists and prevent terrorist attacks. However, 
upon closer inspection, the implementation of the FATF Recommendations has 
been more effective in uncovering cases of minor tax evasion than preventing 
terrorist attacks.  In recent years, only minimum financial resources are 
needed to carry out terrorist attacks. The Nice attack of 14 July 2016, in 
which ISIS fanatic Mohamed Lahouaiej-Bouhlel killed 86 people and injured 
more than 450 others with a cargo truck, cost no more than £ 2,200, according 
to the estimates of the Center for the Analysis of Terrorism (CAT).  This 
latest low-tech strategy for terrorist attacks is based on the use of 
ordinary objects and vehicles as weapons. The London attack on 22 March 2017 
at the Westminster Bridge, which killed three people and injured 20 others, 
and the Berlin Christmas Market attack on 19 December 2016, where 12 people 
were killed and around 50 others were injured, were carried out using 
improvised weapons such as vehicles and knives.  Overall, the catch-all 



approach of the AML/CTF regulations is portrayed politically and in the media 
as a proven means of preventing terrorism, but it is ill-suited to prevent 
low-tech terrorist attacks, since they are cheap and materialize quickly. 
Most terrorist attacks in recent years have not required major financial 
transactions or big sums of money. Yet, the policy makers and investigative 
authorities continue to insist that the expansion of AML/CTF legislation 
worldwide is necessary.
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The 4th AMLD raises significant questions about the adherence of fundamental 
principles of the law and the rights of defendants. While EU Member States 
usually harmonize criminal law from the bottom up, European AMLDs have 
established top-down measures against money laundering to accelerate European 
harmonization. Nevertheless, there remain major differences among Member 
States in the implementation of the Directives, especially with regard to 
predicate offences for money laundering. Money laundering by international 
organized crime is a concern of both the EU and the international community 
and has prompted closer cooperation among nation states at the legislative, 
executive and judicial levels. The 1998 European Joint Action Plan 
established cross-border cooperation to fight organized crime.  The creation 
of the European center Eurojust, which coordinates judicial cooperation 
between the national law enforcement agencies, has been a crucial step in the 
fight against organized crime and money laundering within the EU. The 
establishment in 2009 of the European-wide police force and independent 
international organisation Europol was a further step in combating cross-
border crime.  
In 2013, the EU Commission developed a proposal to further improve Europol 
and Eurojust, respectively. In 2016, based on the Europol proposal, the EU 
adopted a regulation that defines Europol’s operation within the EU with 
regard to cross-border cooperation and criminal matters in detail. A similar 
regulation was adopted in 2018 for Eurojust – Regulation 2018/1727 on the 
European Union Agency for Criminal Justice Cooperation (Eurojust) – following 
the establishment of the European Public Prosecutor’s Office by Regulation 
2017/1939 of 12 October 2017 implementing enhanced cooperation on the 
establishment of the European Public Prosecutor’s Office (‘the EPPO’). The 
responsibility of the European Prosecutor includes the prosecution of serious 
cross-border crimes and criminal cases involving illegal activities that 
affect the financial interests of the EU according to Article 325 TFEU. The 
national courts of the Member States, however, are in charge of accusations 
and indictments.   
The establishment of a European law enforcement authority has fundamentally 
changed judicial cooperation within the EU, as this authority can initiate 
independent investigations in the participating EU Member States. It is 
evident from the Encro-Chat investigations that EU law enforcement agencies 
such as Europol and Eurojust lack democratic scrutiny and monitoring that 
ensure the observance of fundamental rights. The political and legal 
challenge for the EU and its Member States is to hold onto fundamental rights 
of due process and constitutional guarantees by not subordinating them to the 
fight against crime. At the moment, it shows that the procedures of Eurojust, 
Europol and the investigative authorities of the Member States in connection 
with the Encro-Chat investigations have fully ignored transparency and 
democratic and judicial safeguards. As a result, hundreds of wiretappings 
took place in various Member States without prior judicial orders and 
appropriate judicial review.   
At the level of Eurojust, “confidentiality” is implemented by the legal 
requirements; cf. Regulation 2018/1727 on the European Union Agency for 
Criminal Justice Cooperation (Eurojust), Article 72. There is, in principle, 
nothing wrong with investigative authorities investigating wrongdoing and 
criminal acts in a coordinated manner at the European level; however, 
international legal standards require that these investigative acts and 
methods must be reviewable in a procedure based on the rule of law while 
respecting the rights of the accused. However, this is currently not 
guaranteed. The classification as “confidential” prevents the verifiability 
of data, which is diametrically opposed to the principles of the rule of law. 



This lack of democratic safeguards is further exacerbated by the expansion of 
PPPs. In the process, the ever-increasing cooperation with private actors 
such as World-Check, etc., leads to a boundless surveillance of citizens that 
can no longer be democratically controlled and legitimized. It is not clear 
whether the EPPO will improve the prosecution of serious crimes within the 
EU. There are a lot of issues to resolve, including the absence of full legal 
harmonization within the Union, the question of how to accommodate different 
criminal regulations in Member States and the need for defining legal 
remedies vis-á-vis a European Public Prosecutor. Measures to ensure 
democratic scrutiny of the process will be of central importance for the 
fairness of criminal proceedings handled by the EPPO, Europol, and Eurojust.
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The 4th AMLD raises several questions about the absence of democratic and 
legal safeguards for protecting the privacy of EU citizens. It needs to be 
examined whether the obligation of financial, economic and legal actors – 
such as financial and non-financial institutions and their employees and all 
other obligated parties, such as tax advisors, lawyers, trustees – under the 
4th AMLD for preventive and repressive cooperation in the fight against money 
laundering and terrorist financing and the implementation of the EU AMLDs in 
national law is permissible. The example of the private market leader 
database “World-Check”, which is offered under private law, shows that the 
obligation of private parties to combat cross-border money laundering in 
accordance with EU money laundering directives is in principle compatible 
with the protection of the fundamental rights of those affected, also 
regarding data protection law. However, the paradigm shift, which since the 
4th AMLD has led to a systematic transfer of sovereign investigative tasks to 
the obligated parties under the Directive, constitutes an inadmissible 
restriction of the core area of German criminal procedural law under German 
federal constitutional law.   
While the 4th AMLD was passed as a provision of EU administrative law to fall 
within the competence of the EU, in fact the Directive is a matter of 
criminal law. As a result, the provisions of the latest version of the Money 
Laundering Act (GWG 2017), which was rewritten to implement the 4th AMLD in 
German law, disproportionately interfere with the rights of those affected 
and those obligated. The EU must take greater care by implementing stronger 
democratic control mechanisms to prevent the transformation of the civil 
state under the rule of law into a comprehensive surveillance state through 
the disproportionate implementation of the EU Anti-Money Laundering 
Directives with covert de facto criminal procedure provisions.
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For their own protection, banks are now reporting customers at an early stage 
on suspicion of money laundering. The indications of suspicion are often 
completely arbitrary; actual evidence of misconduct is rare, as can be 
statistically proven. In R v GH [2015], the UK Supreme Court pointed out 
another problem with this EU AML legislation, which is unbridled in its 
vagueness, namely that prosecutors are improperly using charges such as money 
laundering to significantly expand the prosecution’s scope of action against 
the accused. The risk-based approach to financial crime called for by the 4th 
AMLD requires banks to assess their customers on factors such as:  
  
- Sector, profession, type of business activity  
- Geographical and legal risk  
- Political risk  
- Distribution/supply channels  
- Products or services that the customer needs or uses  
  
In the absence of broadly defined and commonly used methodologies for 
assessing such risk factors, banks are expected to develop their own risk 
measurements. As noted by Professor Peter Reuter, co-author of the 2014 
report “Global Surveillance of Dirty Money”, which evaluates AML/CTF 
regulations, “the science of risk analysis is poorly developed for money 
laundering, and it is currently impossible to judge relative risk on an 
objective and systematic basis.” As a result, banks cannot rely on sufficient 
data, but only on subjective assessment.  
Since banks de facto are no investigative authorities that can assess 
“reasonable grounds for knowing and suspecting” as required by POCA 2002, the 
court ruled in K v National Westminster Bank [2006] that bank employees no 
longer have to meet legal requirements to file a money laundering report; 
instead, the bank employee’s subjective feeling is sufficient to justify a 
report. Bank employees are also required in the EU to report to the 
authorities any suspicion of money laundering based solely on a subjective 
feeling, which led to a massive increase in such reports in the EU and the 
G20 countries. Even in Switzerland, the number of SARs filed by banks 
increased from 619 in 2006 to 4,125 in 2018, and the situation is similar in 
Germany, where the number of reported SARs increased from 2,997 in 2006 to 
144,005 in 2020. In the UK, a total of 318,445 SARs were received between 
October 2014 and September 2015, of which 83.39% were from the banking 
sector. These figures show that the principles of the rule of law are being 
eroded in favor of a seemingly better fight against crime.
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Within the EU, government FIUs share data among themselves. Internationally, 
the extent and parameters of data exchange among FIUs is regulated through 
data exchange agreements. This exchange of data is not only far-reaching, but 
it takes place largely without the knowledge of those affected. In 2015, 151 
FIUs, members of the Egmont Group, exchanged data based on the Interpretative 
Note 29 of the FATF Recommendations, which states: “In order to conduct 
proper analysis, the FIU should have access to the widest possible range of 
financial, administrative and law enforcement information. This should 
include information from open or public sources, as well as relevant 
information collected and/or maintained by, or on behalf of, other 
authorities and, where appropriate, commercially held data.”  
Interpretative Note 29 illustrates a breath of data exchange between FIUs and 
law enforcement agencies that largely eludes democratic control or 
constitutional scrutiny. The decisions of the ECJ in recent years have 
allowed massive intrusions into fundamental freedoms and human rights by 
defining the fight against money laundering and the associated AML 
legislation as a “general interest” of the Union, and this rationale has been 
used to limit the application of the ECHR. The European Court of Human Rights 
(ECtHR) has reached a similar judgement.  
These decisions by the ECJ and ECtHR are difficult to comprehend, as both the 
FATF and FIUs have not produced any statistics or evidence-based research 
that would prove that the 40+9 FATF Recommendations have led to fewer 
terrorist attacks. There is no statistical evidence that the immense cost to 
the private sector of complying with AML/CTF provisions results in less money 
laundering. However, there is clear evidence of the immense unintentional 
discrimination caused by AML/CTF provisions, as well as the lack of 
transparency and the dismantling of rule-of-law guarantees. A much stronger 
involvement of NGOs such as Fair Trials International, Human Rights Watch or 
Transparency International would provide a counterweight to the increasingly 
strong asymmetry between the fight against crime and the protection of 
fundamental rights.

I I .  Exist ing national experience and practices
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I I I .  Publ ic-private partnerships for the exchange
of strategic information (e.g.  typologies,  trends,
patterns, r isk indicators,  feedback to suspicious
transaction reports)
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Sanctions against financial institutions that violate their obligations under 
current AML/CTF legislation has led financial institutions to implement 
comprehensive “de-risking” measures. Financial institutions have implemented 
systems to identify and close potential “at-risk” accounts held by certain 
groups of customers or prevent them from opening accounts in the first place. 
Financial institutions today terminate customer accounts for money transfers, 
currency exchanges, check cashing, or the transfer or receipt of funds from 
or to certain geographic “risk regions”, such as Turkey, Middle Eastern 
countries, Russia, or Ukraine, just to minimize their own risk of being 
sanctioned. One factor in the risk assessment of financial institutions is 
the cost of maintaining correspondent banking relationships, as AML 
legislation requires them to know not only the customers, but also the 
customers’ customers (KYCC). As a result, it is almost impossible to conduct 
financial transactions with “at-risk” regions. This financial exclusion due 
to “de-risking” has resulted in 2.5 billion adults (41% of adults) in 
developing countries not currently having access to a bank account. In 
developed economies, nearly 90% of adults have a bank account at a formal 
financial institution. Financial exclusion in Europe today primarily affects 
people from immigrant backgrounds, particularly those of Muslim origin. 
Studies in the United Kingdom suggest that financial exclusion is due to 
rising Islamophobia.
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IV.  Publ ic-private partnerships for the exchange
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formal cr iminal  invest igat ion

8\LZ[PVU�����0U�`V\Y�VWPUPVU��^OH[�ZOV\SK�IL�[OL�THPU�VIQLJ[P]LZ�VM�H�W\ISPJ�WYP]H[L�WHY[ULYZOPW
MVY�[OL�L_JOHUNL�VM�VWLYH[PVUHS�PUMVYTH[PVU�PU�[OL�JVU[L_[�VM�ÄNO[PUN�TVUL`�SH\UKLYPUN�HUK�[OL
ÄUHUJPUN�VM�[LYYVYPZT&
7SLHZL�ZLSLJ[�HZ�THU`�HUZ^LYZ�HZ�`V\�SPRL�

6I[HPUPUN�SLHKZ�PU�[OL�JVU[L_[�VM�JYPTPUHS�PU]LZ[PNH[PVUZ��IHZLK�VU�[OL�ZOHYPUN�VM�VWLYH[PVUHS
PUMVYTH[PVU�I`�JVTWL[LU[�H\[OVYP[PLZ

6I[HPUPUN�L]PKLUJL�HZ�YLNHYKZ�Z\ZWLJ[Z�PU�JYPTPUHS�PU]LZ[PNH[PVUZ�IHZLK�VU�VWLYH[PVUHS
PUMVYTH[PVU�ZOHYLK�I`�JVTWL[LU[�H\[OVYP[PLZ

4VUP[VYPUN�[OL�[YHUZHJ[PVUZ�VM�Z\ZWLJ[Z�PU�JYPTPUHS�PU]LZ[PNH[PVUZ

0KLU[PM`PUN�WLYZVUZ�VM�PU[LYLZ[�WYPVY�[V�[OL�PUP[PH[PVU�VM�H�MVYTHS�JYPTPUHS�PU]LZ[PNH[PVU�I`�[OL
JVTWL[LU[�H\[OVYP[PLZ

4VUP[VYPUN�[OL�[YHUZHJ[PVUZ�VM�WLYZVUZ�VM�PU[LYLZ[�WYPVY�[V�[OL�PUP[PH[PVU�VM�H�MVYTHS�JYPTPUHS
PU]LZ[PNH[PVU

4HWWPUN�JYPTPUHS�UL[^VYRZ��IHZLK�VU�[OL�ZOHYPUN�VM�VWLYH[PVUHS�PUMVYTH[PVU�I`�JVTWL[LU[
H\[OVYP[PLZ

6[OLY

7SLHZL�ZWLJPM`�[V�^OH[�V[OLY�THPU�VIQLJ[P]L�Z��`V\�YLMLY�PU�`V\Y�HUZ^LY�[V�X\LZ[PVU���!
5,000 character(s) maximum
PUJS\KPUN�ZWHJLZ�HUK�SPUL�IYLHRZ��P�L��Z[YPJ[LY�[OHU�[OL�4:�>VYK�JOHYHJ[LYZ�JV\U[PUN�TL[OVK�

See answer 1.
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AML/CTF legislation involves significant regulatory, financial and personnel 
costs without yielding proportionate social and economic benefits. This is 
also true with respect to the effectiveness of AML/CTF measures in preventing 
terrorist attacks. In its 2016 recommendations on terrorist financing, the 
FATF states that monitoring financial flows, including cash transactions, 
helps the investigators to identify terrorists and prevent terrorist attacks. 
However, upon closer inspection, the implementation of the FATF 
Recommendations has been more effective in uncovering cases of minor tax 
evasion than preventing terrorist attacks. In recent years, only minimum 
financial resources are needed to carry out terrorist attacks. The Nice 
attack of 14 July 2016, in which ISIS fanatic Mohamed Lahouaiej-Bouhlel 
killed 86 people and injured more than 450 others with a cargo truck, cost no 
more than £ 2,200, according to the estimates of the Center for the Analysis 
of Terrorism (CAT). This latest low-tech strategy for terrorist attacks is 
based on the use of ordinary objects and vehicles as weapons. The London 
attack on 22 March 2017 at the Westminster Bridge, which killed three people 
and injured 20 others, and the Berlin Christmas Market attack on 19 December 
2016, where 12 people were killed and around 50 others were injured, were 
carried out using improvised weapons such as vehicles and knives. Overall, 
the catch-all approach of the AML/CTF regulations is portrayed politically 
and in the media as a proven means of preventing terrorism, but it is ill-
suited to prevent low-tech terrorist attacks, since they are cheap and 
materialize quickly. Most terrorist attacks in recent years have not required 
major financial transactions or big sums of money. Yet, the policy makers and 
investigative authorities continue to insist that the expansion of AML/CTF 
legislation worldwide is necessary.
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Considering the multitude of data exchange agreements between FIUs and third 
countries that lack democratic forms of government or have underdeveloped 
constitutional structures, the question is how the EU can ensure the legal 
guarantees under the Charter in practice. The exchange of data within the 
Egmont Group, the largest FIU cooperation network worldwide with over 150 
members, is not only opaque but largely free of democratic controls. Since 
the Egmont Group includes not only countries like Germany, the UK, and 
Switzerland, but states like Saudi Arabia, Uzbekistan, and Sudan, it is 
completely unclear which guarantees the latter could give that complied with 
the Charter.  
Over the past three decades, a far-reaching global system has been 
established to combat money laundering. The establishment of the FATF and the 
corresponding creation of international standards, which have been widely 
implemented, have promoted this system. Today, the FATF Recommendations have 
a significant impact on EU legislation. There are, however, considerable 
doubts as to whether these Recommendations are compatible with the rule of 
law, since the FATF is an ‘ad hoc body’ of countries that have 
disproportionately influenced the development of the FATF Recommendations. As 
a result, the process by which the Recommendations’ criteria were created is 
not transparent. Ultimately, combining CTF and tax evasion prevention into 
the EU AML framework lumps together completely different phenomena making the 
whole system inefficient and legally questionable.

8\LZ[PVU�����(YL�`V\�VM�[OL�VWPUPVU�[OH[�[OL�YPZRZ�MYVT�[OL�L_JOHUNL�VM�PUMVYTH[PVU�PU�H�W\ISPJ�
WYP]H[L�WHY[ULYZOPW� MVY� [OL�L_JOHUNL�VM�VWLYH[PVUHS� PUMVYTH[PVU�HYL�KPɈLYLU[� PU� [OL�JVU[L_[�VM
ÄNO[PUN� TVUL`� SH\UKLYPUN� [OHU� PU� H� W\ISPJ�WYP]H[L� WHY[ULYZOPW� PU� [OL� JVU[L_[� VM� ÄNO[PUN� [OL
ÄUHUJPUN�VM�[LYYVYPZT&

@LZ
5V
+VU»[�RUV^���UV�VWPUPVU���UV[�HWWSPJHISL

7SLHZL�LSHIVYH[L�M\Y[OLY�VU�`V\Y�HUZ^LY�[V�X\LZ[PVU���!



5,000 character(s) maximum
PUJS\KPUN�ZWHJLZ�HUK�SPUL�IYLHRZ��P�L��Z[YPJ[LY�[OHU�[OL�4:�>VYK�JOHYHJ[LYZ�JV\U[PUN�TL[OVK�

V. Transnational publ ic-private partnerships

8\LZ[PVU����� 0U�`V\Y�VWPUPVU��^OH[� PUMVYTH[PVU�JHU�IL�ZOHYLK� PU�H� [YHUZUH[PVUHS�W\ISPJ�WYP]H[L
WHY[ULYZOPW�PU�[OL�MYHTL^VYR�VM�WYL]LU[PUN�HUK�ÄNO[PUN�TVUL`�SH\UKLYPUN�HUK�[OL�ÄUHUJPUN�VM
[LYYVYPZT&

:[YH[LNPJ�PUMVYTH[PVU��[`WVSVNPLZ��[YLUKZ��WH[[LYUZ��YPZR�PUKPJH[VYZ�

6WLYH[PVUHS�PUMVYTH[PVU��PU[LSSPNLUJL�VU�Z\ZWLJ[Z�VY�WLYZVUZ�VM�PU[LYLZ[�

)V[O�[`WLZ�VM�PUMVYTH[PVU

6[OLY

7SLHZL�LSHIVYH[L�M\Y[OLY�VU�`V\Y�HUZ^LY�[V�X\LZ[PVU���!
5,000 character(s) maximum
PUJS\KPUN�ZWHJLZ�HUK�SPUL�IYLHRZ��P�L��Z[YPJ[LY�[OHU�[OL�4:�>VYK�JOHYHJ[LYZ�JV\U[PUN�TL[OVK�

8\LZ[PVU�����0U�`V\Y�VWPUPVU��^OH[�HYL�[OL�THPU�WV[LU[PHS�ILULÄ[Z�VM�LZ[HISPZOPUN�H�[YHUZUH[PVUHS
W\ISPJ�WYP]H[L� WHY[ULYZOPW� PU� [OL� MYHTL^VYR� VM� WYL]LU[PUN� HUK� ÄNO[PUN�TVUL`� SH\UKLYPUN� HUK
[OL�ÄUHUJPUN�VM�[LYYVYPZT&
7SLHZL�ZLSLJ[�HZ�THU`�HUZ^LYZ�HZ�`V\�SPRL�

)L[[LY�\UKLYZ[HUKPUN�VM�[OL�JYVZZ�IVYKLY�YPZRZ�HZZVJPH[LK�^P[O�TVUL`�SH\UKLYPUN�HUK�[OL
ÄUHUJPUN�VM�[LYYVYPZT

4VYL�LɈLJ[P]L�KL[LJ[PVU�VM�JYVZZ�IVYKLY�Z\ZWPJPV\Z�ÄUHUJPHS�ÅV^Z�I`�WYP]H[L�ZLJ[VY�LU[P[PLZ

4VYL�LɈLJ[P]L�JYVZZ�IVYKLY�ÄUHUJPHS�PU]LZ[PNH[PVUZ�PU[V�TVUL`�SH\UKLYPUN�HUK�[OL�ÄUHUJPUN�VM
[LYYVYPZT

6[OLY

7SLHZL�ZWLJPM`�[V�^OH[�V[OLY�THPU�WV[LU[PHS�ILULÄ[�Z��`V\�YLMLY�PU�`V\Y�HUZ^LY�[V�X\LZ[PVU���!
5,000 character(s) maximum
PUJS\KPUN�ZWHJLZ�HUK�SPUL�IYLHRZ��P�L��Z[YPJ[LY�[OHU�[OL�4:�>VYK�JOHYHJ[LYZ�JV\U[PUN�TL[OVK�

7SLHZL�LSHIVYH[L�M\Y[OLY�VU�`V\Y�HUZ^LY�[V�X\LZ[PVU���!
5,000 character(s) maximum
PUJS\KPUN�ZWHJLZ�HUK�SPUL�IYLHRZ��P�L��Z[YPJ[LY�[OHU�[OL�4:�>VYK�JOHYHJ[LYZ�JV\U[PUN�TL[OVK�



8\LZ[PVU� ���� >OLYL� KV� `V\� ZLL� YPZRZ� Z[LTTPUN� MYVT� [OL� L_JOHUNL� VM� PUMVYTH[PVU� PU� H
[YHUZUH[PVUHS� W\ISPJ�WYP]H[L� WHY[ULYZOPW� PU� [OL� JVU[L_[� VM� WYL]LU[PUN� HUK� ÄNO[PUN� TVUL`
SH\UKLYPUN�HUK�[OL�ÄUHUJPUN�VM�[LYYVYPZT&
7SLHZL�ZLSLJ[�HZ�THU`�HUZ^LYZ�HZ�`V\�SPRL�

9PNO[Z�[V�[OL�WYV[LJ[PVU�VM�WLYZVUHS�KH[H�HUK�WYP]HJ`

-\UKHTLU[HS�YPNO[Z��PUJS\KPUN�[OL�WYLZ\TW[PVU�VM�PUUVJLUJL

;OL�PU[LNYP[`�VM�VUNVPUN�JYPTPUHS�WYVJLLKPUNZ

6ɉJPHS�ZLJYLJ`�HUK�[OL�KPZJSVZ\YL�VM�ZLUZP[P]L�PUMVYTH[PVU�YLSH[LK�[V�VUNVPUN�JYPTPUHS
WYVJLLKPUNZ

)HUR�ZLJYLJ`

3LNHS�WYP]PSLNL

:VJPHS�HUK�LJVUVTPJ�PUJS\ZPVU��L�N��KL�YPZRPUN�HUK�YLW\[H[PVUHS�YPZRZ�

6[OLY

7SLHZL�LSHIVYH[L�M\Y[OLY�VU�`V\Y�HUZ^LY�[V�X\LZ[PVU���!
5,000 character(s) maximum
PUJS\KPUN�ZWHJLZ�HUK�SPUL�IYLHRZ��P�L��Z[YPJ[LY�[OHU�[OL�4:�>VYK�JOHYHJ[LYZ�JV\U[PUN�TL[OVK�

Addit ional  information

:OV\SK� `V\� ^PZO� [V� WYV]PKL� HKKP[PVUHS� PUMVYTH[PVU� �L�N�� H� WVZP[PVU� WHWLY�� YLWVY[�� VY� YHPZL
ZWLJPÄJ�WVPU[Z�UV[�JV]LYLK�I`�[OL�X\LZ[PVUUHPYL��`V\�JHU�\WSVHK�`V\Y�HKKP[PVUHS�KVJ\TLU[�Z�
ILSV �̂�7SLHZL�THRL�Z\YL�`V\�KV�UV[�PUJS\KL�HU`�WLYZVUHS�KH[H�PU�[OL�ÄSL�`V\�\WSVHK�PM
`V\�^HU[�[V�YLTHPU�HUVU`TV\Z�

<ZLM\S�SPURZ
4VYL�VU�[OPZ�JVUZ\S[H[PVU��O[[WZ!��LJ�L\YVWH�L\�PUMV�W\ISPJH[PVUZ�ÄUHUJL�JVUZ\S[H[PVUZ������HU[P�
TVUL`�SH\UKLYPUN�W\ISPJ�WYP]H[L�WHY[ULYZOPWZFLU���O[[WZ!��LJ�L\YVWH�L\�PUMV�W\ISPJH[PVUZ�ÄUHUJL�
JVUZ\S[H[PVUZ������HU[P�TVUL`�SH\UKLYPUN�W\ISPJ�WYP]H[L�WHY[ULYZOPWZFLU�

*VUZ\S[H[PVU�KVJ\TLU[��O[[WZ!��LJ�L\YVWH�L\�PUMV�ÄSLZ������HU[P�TVUL`�SH\UKLYPUN�W\ISPJ�WYP]H[L�
WHY[ULYZOPWZ�JVUZ\S[H[PVU�KVJ\TLU[FLU���O[[WZ!��LJ�L\YVWH�L\�PUMV�ÄSLZ������HU[P�TVUL`�SH\UKLYPUN�
W\ISPJ�WYP]H[L�WHY[ULYZOPWZ�JVUZ\S[H[PVU�KVJ\TLU[FLU�

*VUZ\S[H[PVU�Z[YH[LN`��O[[WZ!��LJ�L\YVWH�L\�PUMV�ÄSLZ������HU[P�TVUL`�SH\UKLYPUN�W\ISPJ�WYP]H[L�
WHY[ULYZOPWZ�JVUZ\S[H[PVU�Z[YH[LN`FLU���O[[WZ!��LJ�L\YVWH�L\�PUMV�ÄSLZ������HU[P�TVUL`�SH\UKLYPUN�
W\ISPJ�WYP]H[L�WHY[ULYZOPWZ�JVUZ\S[H[PVU�Z[YH[LN`FLU�



4VYL�VU�HU[P�TVUL`�SH\UKLYPUN�HUK�JV\U[LYPUN�[OL�ÄUHUJPUN�VM�[LYYVYPZT
�O[[WZ!��LJ�L\YVWH�L\�PUMV�I\ZPULZZ�LJVUVT`�L\YV�IHURPUN�HUK�ÄUHUJL�ÄUHUJPHS�Z\WLY]PZPVU�HUK�YPZR�
THUHNLTLU[�HU[P�TVUL`�SH\UKLYPUN�HUK�JV\U[LYPUN�ÄUHUJPUN�[LYYVYPZTFLU�
�O[[WZ!��LJ�L\YVWH�L\�PUMV�I\ZPULZZ�LJVUVT`�L\YV�IHURPUN�HUK�ÄUHUJL�ÄUHUJPHS�Z\WLY]PZPVU�HUK�YPZR�
THUHNLTLU[�HU[P�TVUL`�SH\UKLYPUN�HUK�JV\U[LYPUN�ÄUHUJPUN�[LYYVYPZTFLU�

7YP]HJ`�Z[H[LTLU[��O[[WZ!��LJ�L\YVWH�L\�PUMV�SH^�IL[[LY�YLN\SH[PVU�ZWLJPÄJ�WYP]HJ`�Z[H[LTLU[�
�O[[WZ!��LJ�L\YVWH�L\�PUMV�SH^�IL[[LY�YLN\SH[PVU�ZWLJPÄJ�WYP]HJ`�Z[H[LTLU[�

4VYL�VU�[OL�;YHUZWHYLUJ`�YLNPZ[LY��O[[W!��LJ�L\YVWH�L\�[YHUZWHYLUJ`YLNPZ[LY�W\ISPJ�OVTL7HNL�KV&
SVJHSL$LU���O[[W!��LJ�L\YVWH�L\�[YHUZWHYLUJ`YLNPZ[LY�W\ISPJ�OVTL7HNL�KV&SVJHSL$LU�

*VU[HJ[
ÄZTH�ÄUHUJPHS�JYPTL'LJ�L\YVWH�L\


